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Introduction

CMMI (Capability Maturity Model – Integration) 
is a model that provides a systematic approach 
to improving processes, practices, and tools in 
software engineering. The CMMC framework is a 
specialized version of CMMI designed specifi cally specialized version of CMMI designed specifi cally 
for cybersecurity. The CMMC is an assessment 
framework and assessor certifi cation program de-
signed to increase the trust in measures of com-
pliance to a variety of standards published by the 
National Institute of Standards and Technology. 

CMMC provides a structure for evaluating and im-
proving the maturity of an organization’s cyberse-
curity processes, practices, and tools. The CMMC 
framework and model was developed by Offi  ce of 
the Under Secretary of Defense for Acquisition and 
Sustainment (OUSD(A&S)) of the United States 
the Under Secretary of Defense for Acquisition and 
Sustainment (OUSD(A&S)) of the United States 
the Under Secretary of Defense for Acquisition and 

Department of Defense through existing con-
tracts with Carnegie Mellon University, The Johns 
Hopkins University Applied, Physics Laboratory 
LLC, and Futures, Inc. The Cybersecurity Maturity 
Model Certifi cation Accreditation Body oversees 
the program under a no cost contract.

What is CMMC? (short history of CMMC versions)

The purpose of CMMC is to verify that the infor-
mation systems used by the contractors of the 
United States Department of Defense to pro-
cess, transmit or store sensitive data is in com-
pliant with the mandatory information security 
requirements. The goal is to ensure appropriate 
protection of Controlled Unclassifi ed Informa-
tion (CUI) and Federal Contract Information (FCI) 
that is stored and processed by the partner or 
vendor. It is equally applicable to the protection 
of Commercial contract information.

What is the Purpose of CMMC?

Cybersecurity & Capability 
Maturity Model – (CMMC)



Foundational is aligned with FAR 52.204-21: Basic 
Safeguarding of Covered Contractor Information 
Systems (for companies with Federal Contract 
Information (FCI) only); Level 1 focuses on the protection 
of FCI and consists of only practices that correspond to 
the basic safeguarding requirements specifi ed in 48 CFR 
52.204-21, commonly referred to as the FAR Clause [3].

ExpertExpert is aligned with NIST SP 800-172: Enhanced 
Security Requirements for Protecting (CUI) and requires 
compliance with FAR 52.204-21 and NIST SP 800-172 
(for the highest priority programs with CUI); Lebel 3 will 
be based on a subset of NIST SP 800-172 requirements 
[6]. Details are to be released at a later date.

Advanced is aligned with NIST SP 800-171 Rev 2: 
Protecting Controlled Unclassifi ed Information (CUI) 
in Nonfederal Systems and requires compliance with 
DFARS Clause 252.204-7012 (for companies with 
CUI); Level 2 focuses on the protection of CUI and 
encompasses the 110 security requirements specifi ed 
in NIST SP 800-171 Rev 2 [4].
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The initial version (CMMC Model 1.0) of the model was based 
on fi ve maturity levels, each representing a progressively higher 
degree of process defi nition and institutionalization. Model 1.0 
comprised the fi ve maturity levels as shown in Figure 1.

CMMC Model 2.0

CMMC Model 1.0

CMMC 2.0 (also see Figure 1) comprises three levels, eliminating 
CMMC 1.0’s Levels 2 and 4 in accordance with DoD’s comment 
that these levels were only ever “developed as transition levels 
and never intended to be assessed requirements.” A major dif-
ference is that CMMC 2.0’s three levels directly correlate to other 
federal requirements already in place:

In Summary

Figure 3 summarizes the three 
levels of CMMC 2.0:

In summary, while CMMC 1.0 included requirements not found in other publications, CMMC 2.0 relies 
entirely on security practices prescribed in other government publications.   
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Harmony Technology Services works with clients in several ways 
to optimize performance of people, processes and technology while 
also helping to identify and mitigate dangers in the following ways:   

Harmony Technology Services has high level ex-
pertise in the Department of Defense (DoD) space 
and components of the NIST framework for cyber-
security. They provide their clients with guidance in 
translating the NIST cyber framework into a busi-
ness context without it becoming overwhelming. 
In addition, they deliver continuing analysis and 
ongoing threat mitigation.  

Harmony Technology Services partners with cli-
ents for long-term cybersecurity partnerships from 
A to Z, with a phased approach that includes:

• Risk Assessment – working with you to determine your specifi c 
data risks .

• Policy Development – helping you defi ne guiding principles to 
protect your company including network access policies and 
specifi c software protection requirements.   

• Architectural Defi nition and Deployment – determining your 
policy and needs to technical support (hardware and software) 
needed.

• Monitoring and Compliance – to ensure that your policies are 
being applied and respond effectively to changing technical en-
vironments and threats.

• Risk Assessment
• System Engineering/Design
• Implementation
• Ongoing Oversight & Reassessment

Harmony Technology Services

Increased Awareness: The use of CMMC 
helps raise awareness of the importance 
of cybersecurity within an organization. 
This can lead to greater involvement and 
commitment from employees, and a 
stronger overall culture of security.

Better Resource Allocation: By evaluat-
ing the maturity of their cybersecurity pro-
cesses, practices, and tools, organizations 
can better allocate resources to areas that 

need improvement. This can help ensure 
that resources are used effectively and 
effi  ciently, and that the organization’s in-
formation systems are better protected.

Improved Compliance:Improved Compliance: CMMC can help 
organizations meet regulatory and indus-
try standards for cybersecurity. This can 
be especially important for organizations 
in regulated industries, such as fi nance, 
healthcare, and government.

The use of CMMC provides several bene-
fi ts to organizations in terms of cyberse-
curity, including:

Improved Processes:Improved Processes: CMMC provides a 
structure for evaluating and improving the 
maturity of an organization’s cybersecuri-
ty processes, practices, and tools. This 
can lead to more effective and effi  cient 
processes, and reduced risk of cyber-at-
tacks and data breaches.

Conclusion
Cybersecurity is a critical issue that 
affects organizations of all sizes 
and industries. The use of CMMC 
provides a structured approach to 
improving the maturity of an organ-
ization’s cybersecurity processes, 
practices, and tools, and can help 
organizations reduce the risk of 
cyber-attacks and data breaches. 
By using CMMC, organizations can 
better protect their Federal and 
Corporate information, and be in 
compliance with Federal require-
ments.

Your level of cybersecurity protec-
tion depends on the risks you are 
willing to take, the robustness of 
the system in place and your com-
pliance footprint. By partnering with 
Harmony Technology Services, we

will help you mitigate the risk of 
threats to your company’s data 
while protecting your business 
continuity, customer confi dence, 
business investments and oppor-
tunities.  

Everyone now needs cyberse-
curity as sensitive data is stored 
globally and your network bound-
aries become less clear. You need 
peace of mind to know your infor-
mation systems used for govern-
ment and commercial contracts 
are verifi ed to process, transmit 
and store sensitive data, and are 
in compliance with the recom-
mended security requirements. 
Partnering with Harmony Technol-
ogy Services will help you answer 
your cybersecurity needs. 

Benefi ts of CMMC
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